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Abstract. Many existing biometric systems collect ancillary information like
gender, age, height, and eye color from the users during enrollment. However,
only the primary biometric identifier (fingerprint, face, hand-geometry, etc.) is
used for recognition and the ancillary information is rarely utilized. We propose
the utilization of “soft” biometric traits like gender, height, weight, age, and eth-
nicity to complement the identity information provided by the primary biometric
identifiers. Although soft biometric characteristics lack the distinctiveness and
permanence to identify an individual uniquely and reliably, they provide some
evidence about the user identity that could be beneficial. This paper presents a
framework for integrating the ancillary information with the output of a primary
biometric system. Experiments conducted on a databage3ofisers show that

the recognition performance of a fingerprint system can be improved significantly
(~ 5%) by using additional user information like gender, ethnicity, and height.

1 Introduction

Biometric systems automatically recognize individuals based on their physiological
and/or behavioral characteristics like fingerprint, face, hand-geometry, iris, retina, palm-
print, voice, gait, signature, and keystroke dynamics [1]. Biometric systems that use a
single trait for recognition, called unimodal biometric systems, are affected by prob-
lems like noisy sensor data, non-universality and/or lack of distinctiveness of the cho-
sen biometric trait, unacceptable error rates, and spoof attacks. Some of the problems
associated with unimodal biometric systems can be overcome by the use of multimodal
biometric systems that combine the evidence obtained from multiple sources [2]. A
multimodal biometric system based on different biometric identifiers like fingerprint,
iris, face, and hand-geometry can be expected to be more robust to noise, address the
problem of non-universality, improve the matching accuracy, and provide reasonable
protection against spoof attacks. However, such a system will require a longer verifica-
tion time thereby causing inconvenience to the users.

A possible solution to the problem of designing a reliable and user-friendly bio-
metric system is to use ancillary information about the user like height, weight, age,
gender, ethnicity, and eye color to improve the performance of the primary biometric
system. Most practical biometric systems collect such information about the users dur-
ing enrollment. However, this information is not currently utilized during the automatic
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identification/verification phase. Only when a genuine user is falsely rejected by the
system, a human operator steps in to verify the soft biometric traits of the user. If these
characteristics can be automatically extracted and utilized during the decision making
process, the overall performance of the system will improve and the need for manual
intervention will be reduced. The ancillary information by itself is not sufficient to es-
tablish the identity of a person because these traits are indistinctive, unreliable, and can
be easily spoofed. Hence, we defswt biometric traitsascharacteristics that provide
some information about the individual, but lack the distinctiveness and permanence to
sufficiently differentiate any two individualBhe soft biometric traits can either be con-
tinuous (e.g., height and weight) or discrete (e.g., gender, eye color, ethnicity, etc.). In
this paper, we describe a framework for integrating the information provided by the soft
biometric indicators with the output of the primary biometric system. We also analyze
the performance gains obtained by integrating the ancillary information like gender,
ethnicity, and height with the output of a fingerprint biometric system.

2 Related work

The first personal identification system developed by Alphonse Bertillon [3] for identifi-
cation of criminals was based on three sets of features: (i) anthropometric measurements
like height and length of the arm, (ii) morphological description of the appearance and
body shape like eye color and anomalies of the fingers, and (iii) peculiar marks observed
on the body like moles and scars. Although the Bertillon system was useful in tracking
criminals, it had an unacceptably high error rate because the features used are indistinc-
tive (several individuals can have the same set of measurements) and non-permanent
(for the same individual, the measurements can change over time). Heckathorn et al. [4]
have shown that a combination of personal attributes like gender, race, eye color, height,
and other visible identification marks can be used to identify an individual only with a
limited accuracy. Hence, a system that is completely based on soft biometric traits can-
not meet the accuracy requirements of real-world applications. However, soft biometric
traits can be used to improve the performance of traditional biometric systems.

Wayman [5] proposed the use of soft biometric traits like gender and age, for fil-
tering a large biometric database. Filtering refers to limiting the number of entries in a
database to be searched, based on characteristics of the interacting user. For example, if
the user can somehow be identified as a middle-aged male, the search can be restricted
only to the subjects with this profile enrolled in the database. This greatly improves
the speed or the search efficiency of the biometric system. In general, filtering reduces
the time required for identification but errors in filtering can degrade the recognition
performance. Some studies [6],[7] have shown that factors such as age, gender, race,
and occupation can affect the performance of a biometric system. For example, a young
female Asian mine-worker is seen as the most difficult subject for a fingerprint sys-
tem [7]. This provides the motivation for tuning the biometric system parameters like
threshold on the matching score in a unimodal biometric system, and thresholds and
weighting of the different modalities in a multimodal biometric system to obtain the
optimum performance for a particular user or a class of users. Filtering and system pa-
rameters tuning require an accurate classification of a user into a particular class or bin
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(e.g., male or female, blue or brown eyes, Caucasian or Asian or African). This requires
a pre-identification module that can accurately perform this classification.

3 Framework for integration of soft biometrics

In our framework, the biometric recognition system is divided into two subsystems.
One subsystem is called the primary biometric system and it is based on traditional
biometric identifiers like fingerprint, face and hand-geometry. The second subsystem,
referred to as the secondary biometric system, is based on soft biometric traits like age,
gender, and height. Figure 3 shows the architecture of a personal identification system
that makes use of both primary and soft biometric measurements;let, - - -, w,
represent the users enrolled in the database. kdte the feature vector corresponding

to the primary biometric. Without loss of generality, let us assume that the output of
the primary biometric system is of the forR(w; | X), i = 1,2,---,n, whereP(w; |

X) is the probability that the test userds given the feature vector. If the output

of the primary biometric system is a matching score, it is converted into posteriori
probability using an appropriate transformation. For the secondary biometric system,
we can consideP(w; | X) as the prior probability of the test user being user
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Fig. 1. Integration of Soft Biometric Traits with a Fingerprint Biometric System.
(x is the fingerprint feature vector, y is the soft biometric feature vector)

Lety = [y1, -, Uk, Yk+1, - Ym] b€ the soft biometric feature vector, where
y1 throughy,, are continuous variables apgl, , throughy,,, are discrete variables. The
updated probability of usey;, given the primary biometric feature vectoand the soft
biometric feature vectoy, i.e., P(w; | X, y) can be calculated using the Bayes rule as

plon) P@il) 0

P(wi|x, y) = S p(Y|wi) P(wi]x)
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If we assume that the soft biometric variables are independent, equation (1) can be
rewritten as

Plwslx, y) = f(yl\%’z’)'t’ p(yk|fﬂi) ?(ykfﬂ%)’j' P(ym|w:) I.D(Wz'\x)_ @
Zi:l p(y1|°-’2) e p(yk\wl) P(yk—o—l‘wl) e P(ym|wl) P(W2|X)

In equation (2)p(y;|w:), 7 = 1,2,---, k represents the conditional probability of the
continuous variablg; given uset;. This can be evaluated from the conditional density
of the variablej for userw;. On the other hand, discrete probabilitiBsy;|w;),j =
k+1,k+2,---,mrepresents the probability that useris assigned to the clags.
This is a measure of the accuracy of the classification module in assigning; useme

of the distinct classes based on biometric indicgfoin order to simplify the problem,
let us assume that the classification module performs equally well on all the users and
therefore the accuracy of the module is independent of the user.

The logarithm ofP(w; |, y) in equation (2) can be expressed as

log P(w;|x, y) = logp(y1|w;) + --- +logp(yr|w:) + log P(yrs1lwi) + ---

+10g P (ym|wi) + log P(w;|x) — log p(y), (3)

wherep(y) = 270 p(y1lwi) -+ p(yklwi) P(ykrilwi) - (Ymlwi) P(wilx).

This formulation has two main drawbacks. The first problem is that alhttsoft
biometric variables have been weighed equally. In practice, some soft biometric vari-
ables may contain more information than the others. For example, the height of a person
may give more information about a person than gender. Therefore, we must introduce
a weighting scheme for the soft biometric traits based on an index of distinctiveness
and permanence, i.e., traits that have smaller variability and larger distinguishing capa-
bility will be given more weight in the computation of the final matching probabilities.
Another potential pitfall is that any impostor can easily spoof the system because the
soft characteristics have an equal say in the decision as the primary biometric trait. It is
relatively easy to modify/hide one’s soft biometric attributes by applying cosmetics and
wearing other accessories (like mask, shoes with high heels, etc.). To avoid this prob-
lem, we assign smaller weights to the soft biometric traits compared to those assigned
to the primary biometric traits. This differential weighting also has another implicit ad-
vantage. Even if a soft biometric trait of a user is measured incorrectly (e.g., a male user
is identified as a female), there is only a small reduction in that user’s posteriori prob-
ability and the user is not immediately rejected. In this case, if the primary biometric
produces a good match, the user may still be accepted. Only if several soft biometric
traits do not match, there is significant reduction in the posteriori probability and the
user could be possibly rejected. If the devices that measure the soft biometric traits are
reasonably accurate, such a situation has very low probability of occurrence. The intro-
duction of the weighting scheme results in the following discriminant function for user
Wi .
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gi(X, y) = aglog P(w;|X) + ailogp(yi|ws) + -+ + aglogp(yr|ws) +

ar+110g P(yrr1lwi) + -+ + amlog P(ym|wi), (4)

where>"" ja; = 1andag >> a;, i = 1,2,--- ,m. Note thata;’s, i = 1,2,--- ,m

are the weights assigned to the soft biometric traitsand the weight assigned to the
primary biometric identifier. It must be noted that the weightsi = 1,2, -- ,m must

be made small to prevent the domination of the primary biometric by the soft biometric
traits. On the other hand, they must large enough so that the information content of the
soft biometric traits is not lost. Hence, an optimum weighting scheme is required to
maximize the performance gain.

4 Experimental Results

Our experiments demonstrate the benefits of utilizing the gender, ethnicity, and height
information of the user in addition to the fingerprint. Our fingerprint database consisted
of impressions 0160 users obtained using a Veridicom sensor. Each user provided four
impressions of each of the four fingers, namely, the left index finger, the left middle
finger, the right index finger, and the right middle finger. Of the&&fingers,263 were
selected and assigned uniquely to the users in the face database described in [8]. Gender
and ethnicity information of users were automatically extracted from their face images.
Fingerprint matching was done using minutia features [9]. Two fingerprint impressions

of each user were used as templates and the other two impressions were used for testing.
The fingerprint matching score for a particular user was computed as the average of the
scores obtained by matching the test impression against the two templates of that user.
The separation of the fingerprint database into training and test sets, was rejieated
times and the results reported are the average fa2(heals.

The ethnicity classifier proposed in [8] was used in our experiments. This classifier
identifies the ethnicity of a test user as either Asian or non-Asian with an accuracy
of 96.3%. If a “reject” option is introduced, the probability of making an incorrect
classification is reduced to less thaé%n, at the expense of rejecti)% of the test
images. A gender classifier was built following the same methodology used in [8] for
ethnicity classification. The accuracy of the gender classifier without the “reject” option
was89.6% and the introduction of the “reject” option reduces the probability of making
an incorrect classification to less tha%. In cases where the ethnicity or the gender
classifier cannot make a reliable decision, the corresponding information is not utilized
for updating the matching score of the primary biometric system.

Since we did not have the height information about the users in the database, we
randomly assigned a heightl;’ to userw;, where H; is drawn from a Gaussian dis-
tribution with meanl65 cm and standard deviatids cm. The height of a person can
be measured during the recognition phase using a sequence of real-time images as de-
scribed in [10]. However, the measured height will not be equal to the true height of
the user stored in the database due to the errors in measurement and the variation in the
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user’s height over time. Therefore, it is reasonable to assume that the measured height
H will follow a Gaussian distribution with a meaif; cm and a standard deviation of
5cm.

Let P(w;|s) be the posterior probability that the test user is usegiven the finger-
print matching score ‘s’ of the test user. Lgt= (G;, F;, H;) be the soft biometric
feature vector corresponding to the usgrwhereG;, E;, and H; are the true values
of gender, ethnicity, and height af,. Lety* = (G*, E*, H*) be the observed soft
biometric feature vector of the test user, whéfeis the observed genddr;* is the ob-
served ethnicity, and?* is the observed height. Now the final score after considering
the observed soft biometric characteristics is computed as

gi(s, ¥*) = aplog P(w;|s) +ay log p(H*|H;) +az log P(G*|G;) +a3log P(E*|E;) ,
wherea, = 0 if G* ="reject”, andaz = 0 if E* ="reject”.

Figure 2(a) shows the Cumulative Match Characteristic (CMC) of the fingerprint
biometric system operating in the identification mode, and the improvement in perfor-
mance achieved after the utilization of soft biometric information. The weights assigned
to the primary and soft biometric traits were selected intuitively such that the perfor-
mance gain is maximized. However, no formal procedure was used and an exhaustive
search of all possible sets of weights was not attempted. The use of ethnicity, gender,
and height information along with the fingerprint leads to an improvement of approx-
imately 5% over the primary biometric system. Figure 2(b) shows the Receiver Oper-
ating Characteristic (ROC) of a biometric system operating in the verification mode,
using fingerprint as the primary biometric identifier and ethnicity, gender, and height as
the soft biometric traits. An improvement of abadb in the Genuine Acceptance Rate
(GAR) can be observed over a wide range of values of False Acceptance Rate (FAR).
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Fig. 2. Improvement in recognition performance of a fingerprint system after utilization of soft
biometric traits (a) Identification mode (b) Verification mode.
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5 Conclusions

We have formulated a mathematical framework based on the Bayesian decision theory
for integrating the soft biometric information with the output of the primary biomet-

ric system. We have demonstrated that the utilization of ancillary user information like
gender, height, and ethnicity can improve the performance of the traditional biomet-
ric systems like fingerprint. Although these soft biometric characteristics are not as
permanent and reliable as the traditional biometric identifiers like fingerprint, they pro-
vide some information about the identity of the user that leads to higher accuracy in
establishing the user identity. However, an optimum weighting scheme based the dis-
criminative abilities of the primary and the soft biometric traits is needed to achieve an
improvement in recognition performance.

Our future research work will involve establishing a more formal procedure to deter-
mine the optimal set of weights for the soft characteristics based on their distinctiveness
and permanence. Methods to incorporate time-varying soft biometric information such
as age and weight into the soft biometric framework will be studied. The effectiveness of
utilizing the soft biometric information for “indexing” and “filtering” of large biometric
databases must be studied. Finally, more accurate mechanisms must be developed for
automatic extraction of soft biometric traits.
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